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Abstract - The main aim of the proposed work is to
investigate about the data security technique. Therefore
two major domains are concentrated for study
cryptography and steganography. Both the techniques are
much popular for securing data during different kinds of
unsecured data communication scenarios. In addition of
that both the techniques are low cost for implementation
as well as maintenance. During investigation of this
technique the steganographic techniques are not much
secure due to most of the time LSB based steganography
scenarios. Therefore the proposed work is intended to
improve the security of traditional steganographic
technique by incorporating the cryptographic technique
too. Thus the proposed work introduced an ECC
cryptographic technique for encrypting the message
securely and then that is incorporated over the color image
bit plane for 3 bits each. That process not much effect the
actual color definition therefore the image quality is not
changed. The implementation of the proposed concept is
performed using dot net technology and their performance
is computed. To evaluate the performance of the given
system the MSE and PSNR is used for image quality
parameters additionally for measuring the efficiency of the
system time and space complexity is computed. According
to the obtained performance the proposed technique is
efficient and effective for secure steganographic scenarios..

Keywords: Steganography, Image, Cryptography, AES,
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1. INTRODUCTION

The current era is a computational age where most of
information is communicated via internet or networks. Due to
frequent usages of this public communication medium not all
the communications are much secure. Banking information,
army communication or some highly confidential information
leakage is a key issue now in these days. In this context the
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data security in un-trusted network is a key area of study and
new solution design. There are a number of effective solutions
to provide such solution but either these are much resource
complex or not much secure for confidential data exchange.
Therefore a new technique is required to design for improving
the security as well as the resource consumption for securing
data in un-trusted communication channels.

In this context a new security model is proposed for design
and implementation that is highly secure and efficient in terms
of rapid data processing ability. Therefore a hybrid
cryptographic concept by combining stegnography and
cryptography is proposed for design and implementation. That
technique first encrypt the data using an efficient and light
weight cryptographic algorithm and then converted into the
binary strings to incorporate the data into a digital image. That
is performed on the basis of stegnographic concept. In this
context first need to decide a efficient and secure
cryptographic technique and LSB based stegnography is used
for hiding data into an image medium.

2. PROPOSED WORK

The aim of the work is to design and implement a technique
which is highly secure and efficient for short messages
exchange. In this context a method is developed which is
detailed in this chapter using methodology and the algorithm
steps.

2.1) System Overview

As we know the cryptography and steganography both are the
different techniques of data security. In cryptography the data
is converted in another format which is not recognizable
during normal processes. For recovering information from this
technique need some kinds of keys or secrete pins on the other
hand the steganography is also a processes of information
security where the data is hide in another kind of message
such as text, image or video. The information hidden in other
data need to understand the pattern or need additional tricks to
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be recovered. In this presented work the combination of
steganography and cryptography is used to securing
information. The advantage with this method of information
security is their low cost of implementation and low cost
during maintenance or changes.

The proposed work is intended to design and implement a
secure steganographic technique that is not only secure data by
hiding in any other form that also involve the cryptographic
technique to strongly preserve the secrete message from
attacker. The key advantage to do this is if an attacker identify
the image contains some secrete message and recover the LSB
from image then it is also secured by the cryptographic
technique. In addition of that in order to use the private key
encryption technique in this work the ECC (ecliptic curve
cryptographic) algorithm is implemented. That algorithm self
generate the key for encryption and decryption process.
Therefore the method becomes more secure as compared to
other steganographic approach. Therefore the proposed
technique is combination of highly secure technique of
steganography and cryptography. This section only the basic
of the proposed technique is explained or overview is provided
in next section the functional aspects of the system is
described with utilized algorithm and processes.

2.2) Methodology

The proposed technique of steganography and cryptography is
described using figure 2.1. The figure contains the different
modules which are used to design the proposed working
model. Additionally the detailed methodology of system
design is also incorporated in this section.

Input Image

’7 Pixel Extraction

‘ Red ‘ ‘ Green ‘ Blue
Bit Conversion J] J

! |

Text To hide

ECC Algorithm

3 Bit LSB Replacement

|

‘ New Image Genration ‘

Figure 2.1 Proposed System Architecture

Text to hide: that is the initial input to the system in terms of
the text message which is needed to exchange between two
persons securely. The user (sender) first provides the message
text as input to the system.
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ECC Algorithm: input message is processed using the ECC
(elliptic curve cryptographic technique). The ECC algorithm is
asymmetric key encryption techniques which generate two
keys namely one private key and second the public key. The
encryption algorithm encrypts the data using public key and
only the private key can decrypt the data. The ECC algorithm
works on the following manner.

Suppose Q= public key
P= a point in curve

d= private key

M= original message
K= random number

Then, using above parameters we get the two cypher text
blocks which are denoted using Cyand C

C,=K.P

C,=M+KQ

The encryption process input file convert into byte array and
then set x1, yl, x2, y2, for curve generation. Now get points
on the curve and generate a random no. d from 1 to N.

Calculate public key with the help of d and p and generate
cipher text C1 and sequence of C2.

Using the above equations the message can be defined as:
M=C,—d=(,

M=0C,—KQ

At the network scenarios the cipher £jand C; is sanded on

network and the recovery of the original message can be found
using the below given expression.

M=C,—d=C,
C,—d*C,=(M+KQ)—d=(K =p)
In next step
C,—d=M+EKQC,=M +KQ
M=M

Bit Conversion: the output of the previous step is a cipher
text produced by ECC algorithm. This cipher text is read in
terms of file bytes which are further converted into the bit
format. After conversion of bytes into the bit the data is keep
separate for hiding these generated bits into the image file.

Input Image: in this phase an additional color image is
provided as input to the system. in color image each pixel of
the image is defined using the three color combination thus
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that can be presented using [R, G, B], where the colors values
are varying between 0-255. Therefore for each pixel of the
image can be represented using an individual bit plane.

The bit plane of a single color pixel is demonstrated using
figure 2.2. Similarly for each color value a bit plane is
prepared. Now for hiding the data into the image the LSB
(least significant bits) are used.

3-Bit LSB: now the last bit of each color pixel is replaced
with the data bits which are previously transformed into cipher
to bits. Due to this last bit replacement the color definition is
not much affected in actual color image and provides the low
MSE error during quality of image test.

One 8-bit Byte Bit-plane 7 (Most Significant)

N

Bit-plane 0 (Least Significant)

N
] .| ] | ]|

Figure 2.2 Bit Plane

New Image Generation: after bit replacement of color image
the image is prepared to transmit in other end or receiver end.

This section describes the overall process of the proposed
model in next section the model is described using algorithm
steps.

Metrics Generation

RGB: In this we use text message for hiding information in
image. Therefore we use 24 bit RGB color image can be
allocated into three two dimensional matrix i.e. Red matrix,
Green matrix and Blue matrix. These matrix can be viewed in
figure 2.3
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1 2 3 4 5 =

» w0 [0 |40 |4
223|233 (233 [233 |om
27 |27 |27 |27 |27
24 |25 |25 |25 |25
29 |28 |28 |28 |28
w6 |27 |27 |27 |27 .

(a) Red matrix

1 2 3 4 5§ =

» EBMw0 [0 |40 |4
73 (233 233|233 |24
26 |27 |27 |27 |27
25 |25 |25 |225 208
28 |28 |28 |22 [208
27 |27 |27 |27 |27 .

(b) Blue matrix

233 (233|233 (233 |2H
226 227 |\ 237|237 23T
224 238 235|235 |23B
28 |28 |28 |22 |228

(¢) Blue matrix
Figure 2.3: (a) (b) (c) For Red Green and Blue matrix

Data of each matrix can be represented by a decimal number
between 0 to 255 Furthermore the value of each pixel can be
represented by a binary number with 8 bit.

LSB RGB:

Then each component can take out the least bit from all pixels
to compose the same size matrix which the value is O or 1, so
that we can get the three matrix composed of the least
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significant bit from Red matrix, Green matrix and Blue matrix.
Figure 2.4 is the matrix composed of the least significant bit of
Red Green and Blue matrix.

23 |4 |a B
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(a) LSB Red

(b) LSB Green

1 2 3 4 5 &
» Mo 0 [0 |1
1l e
o 1+ [ 1
o 1+ [ 1
o o [0 fo o
o L
4 I

(c) LSB Blue
Figure 2.4 (a) (b) (c) LSB (Red, Green, and Blue) matrix
2.3) Proposed Algorithm

This section provides the step processes involved in the
proposed system of color image steganography. The
encryption process is described using table 2.1.
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Table 2.1 Proposed Algorithm

Input: Message to encrypt M, Cover image [

Output: Steganographic Image I

Process:

1. T = readTextMsg (M)

2. E, = ECC.Encrypt(T)

3. By = E.Convert2Bits

4. [row,coll readImage (I}

5 fu*.r"::' =1:i<row:i+ +)
a. for(j=1;j < colii ++)

i F;= L.S'E‘.Tep{ace{ﬁj}

b. end for

6. end for

7. I, = ReconstructImage(F)

8. Return /;

3. RESULT ANALYSIS

After successfully implementation of the proposed image
steganography technique, performance of proposed algorithm
is evaluated on different file size. The performance of the
secure image steganography of cryptography is implemented
techniques is given using the following given parameters.

3.1) Time Consumption

The amount of time required to process the selected proposed
algorithm is known as time consumption. The evaluation of
time usage is demonstrating using cryptography concept in
figure 3.1 and table 3.1. In this diagram the X axis shows the
file size (in terms of KB-kilobytes) of images used for
experiments and the Y axis shows the amount of time
consumed for estimation of required time.
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m Base Steganography Approach using RSA

Figure 3.1 Time Consumption

In this bar graph, we have been plotted different file size
values for depiction of output variation. Blue line represents
the proposed steganography approach for different
experimental scenario, where orange line shows the base
approach of text hide. Moreover, with increasing size of data
the time consumption of the proposed approach is increases.
Therefore the proposed technique is more efficient and
accurate for hiding data into image file a as compared to base
RSA method.

Table 3.1 Time Consumption

3.2) Memory Consumption

The amount of main memory required to execute the
implemented proposed algorithm is termed as space (memory)
complexity. The figure 3.2 and table 3.2 shows the
performance of the developed hide text in to image
steganography algorithm. For results demonstration of both
approaches the X axis shows the different data file size in KB
respective to be performed experiments and the Y axis shows
the memory consumption during encryption in terms of
kilobytes.

Memory Consumption

100000
80000
60000 -
40000
20000
0 -

Memory in KB

50 100 200 300 400 500
Image Size (KB)

B Proposed Steganography Approach using ECC
m Base Steganography Approach using RSA

Figure 3.2 Memory Consumption

In order to show the performance of proposed and base
Image Proposed Base Steganography algorithm in figure 3.2 where blue line is used for proposed
Size (File Steganography Approach using RSA steganography approach of hide text into image and orange
size in Approach using ECC line show for base RSA approach. According to the given
KB) results most of the time the memory consumption is much
stable for and many time it varies whenever we increases the
50 101 238 data size. In addition of that the space complexity of the
algorithms are increases with the increasing size of
100 101 716 experimental images. Therefore the proposed algorithm is
much adoptable due to constant memory consumption. For
200 130 312 more clear performance we included tabular form of all output
values in table 3.2.
300 101 305 Table 3.2 Memory Consumption
400 105 336 Image Proposed Base Steganography
Size (File Steganography Approach using RSA
500 110 320 size in Approach using ECC
KB)
50 59348 65732
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Table 3.3 Mean Square Error

100 58604 61520
200 68668 77004
300 75800 72248
400 77623 78654
500 76558 77015

3.3) Mean Square Error (MSE)

The mean squared error (MSE) of an estimator is one of many
ways to quantify the difference between values implied by an
estimator and the true values of the quantity being estimated.
MSE is a risk function, corresponding to the expected value of
the squared error loss or quadratic loss.

In this figure 3.3 and 3.3 table, depiction of mean square error
of input data images for proposed and base method. The Mean
Square Error is defined as the square of the difference between
the pixel values of the original image and the Stego image and
then dividing it by size of the image.

Image Proposed Base Steganography
Size (File Steganography Approach using RSA
size in Approach using ECC
KB)
50 0.1618 0.7061
100 0.2609 0.7490
200 0.1198 0.6167
300 0.1933 0.6715
400 0.1533 0.6939
500 0.1771 0.6581

Mean Square Error

0.8
0.7
0.6
0.5
0.4
03
0.2
0.1 -

50 100 200 300 400 500

3.4) PSNR (Peak Signal to Noise Ratio)

The PSNR measures the peak signal-to-noise ratio between
two images. This ratio is often used as a quality measurement
between the original and a compressed image. Higher the
PSNR means better the quality of the compressed or
reconstructed image. The PSNR value can be calculated as:

R!
PSNR = lﬂlﬂgm (ﬁ)

Peak signal to noise ratio of the proposed techniques for image
steganographic is given using figure 3.4 and table 3.4. In this
diagram the X axis shows the experimental file size and the Y
axis shows the obtained PSNR ratio. The blue line shows the
proposed image steganography technique. The amount of
computed PSNR is fluctuating with the image quality
therefore that is not depends on the image size that is depends
on the quality of image.

I Si
mageStze (K5) Table 3.4 PSNR Values
m Proposed Steganography Approach using ECC Image Proposed Base Steganography
m Base Steganography Approach using RSA Size (File Steganography Approach using RSA
size in Approach using ECC
KB)
Figure 3.3 Mean Square Error
. . . 50 56.0407 49.6417
The proposed image steganography technique show while X-
axis depicts different data size and Y-axis shows the error in
percentages. The lower value of Mean Square Error (MSE) 100 339656 49.3858
s1gn1'f1es lesser error in the Stego image in other words better 200 573439 50.2299
quality.
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300 55.2682 49.8602
400 57.3215 50.6551
500 55.8932 49.5531

Peak Signal to Noise Ratio

58
56

%54

£ 52
Z 50
£ a8
46
44

50 100 200 300 400 500
Image Size (KB)

® Proposed Steganography Approach using ECC
m Base Steganography Approach using RSA

Figure 3.4 PSNR
3.5) Normalized Absolute Error (NAE)

Normalized Absolute Error is a measure of how far is the
referenced image from the original image. Large value of
NAE indicates poor quality of the image. This quality measure
can be expressed as follows:

Lm: l;f.1= A —B--
NAE = =1 m_r 1“ Lj L_rl]'
i=LEj=1[AU'}

The original cover image A sized m * 1 and the Stegno image
B sizedm * n, and 4; i and EU’ are pixel located at the {;5 row

and the jrg column of images A and B, respectively.

The above given figure show the normalized absolute error of
the implemented proposed approach. In this graph, blue bar
indicate our method for a given input. Additionally, X-axis
depict different image size and Y-axis plotted values of
different execution of different images. For more clear, we add
tabular form of plotted values. Hence, A higher NAE value
shows that image is of poor quality.

Table 3.5 NAE Values
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Image Size Proposed Steganography Approach
(File size in using ECC
KB)
50 0.12983
100 0.13276
200 0.17326
300 0.18897
400 0.24797
500 0.27789

Normalized Absolute Error (NAE)

0.3
0.25
£ 02
20.15
z 01 -
0.05 -
0
50 100 200 300 400 500

Image Size (KB)

® Proposed Steganography Approach using ECC

Figure 3.5 Normalized Absolute Error
3.6) Maximum Difference (MD)

MD (Maximum Difference) provides the maximum of the
error signal (i.e. difference between the processed and
reference image). It is obtained by measuring the distortion
between the original and the fused image. MD is defined as
follows:

MD = Max (|45 — By)

A = Original Image,B = Referenced Image
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Figure 3.6 Maximum Difference

In this graph, we demonstrate performance of the maximum
difference of the images. For the performance of image quality
we take two input images i.e. original image and referenced
image. Proposed steganography approach is implemented
successfully for given images which is ensure for security
during message exchange. The values of maximum difference
is increasing whenever we are increasing image size
respectively. Hence, higher the value of the maximum
difference, the poorer the quality of the image.

Table 3.6 MD Values

3.7) Normalized Cross Correlation (NCC)

NCC (Normalized Cross Correlation) measure shows the
comparison of the processed image and reference image. NCC
is expressed as follows:

m n

NCC = Z z (4 XBy) Xf‘f}
A
i=1i=1 Ly
Normalized Cross Correlation (NCC)
1.2
1
0.8 -
o
U 0.6
z
0.4 -
0.2 -
0 .
50 100 200 300 400 500
Image Size (KB)
® Proposed Steganography Approach using ECC

Figure 3.7 Normalized Cross Correlation

Normalized cross-correlation, which can efficiently handle
image pairs with significant rotation and scale changes. Figure

3.7 show the depiction of the normalized cross correlation
Image Size Proposed Steganography Approach using which is based on pairs on images. In this graph, X-axis show
(File size in ECC different image size and Y-axis show performance of NCC.
KB) Blue bar demonstrated performance of proposed
steganography approach. The parameter of this approach i.e.
50 3.50402 NCC is producing values approximately to near of each other
of variation of image size. Therefore, we can say that NCC of
100 4.88608 different file size is approx. similar. Tabular value are also
listed this parameter.
200 5.93022 Table 3.7 NCC Values
300 9.58614 Image Size (File Proposed Steganography Approach
size in KB ) using ECC
400 10.0056
50 0.87833
500 13.89533
100 0.98702
200 0.80507
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300 0.93998
400 0.92401
500 0.94495

4) CONCLUSION AND FUTURE WORK

The main objective of the proposed LSB based steganography
is to provide high degree of security during message
exchange. Therefore a method is proposed and implemented.
This chapter includes the conclusion of the conduced work in
this context additionally the future scope of the work is also
submitted.

4.1) Conclusion

The data security is a major concern in these days
communication. Everyone is well understood the security and
the techniques of securing data. Therefore any high
confidential data exchange in normal network is a concern of
network and data security. In this presented work the main aim
is to study to secure data in un-trusted environment of data
communication. In various applications such as security
agencies and their communications are need to be prevented
from any kind of attack and mislead. Therefore by motivation
of this different cryptographic and stegnography techniques
are studied and a new technique is presented in this work.

The basic motive of this presented study is to explore the
techniques of cryptography and color image stegnography for
improving the security to communicate sort secret messages.
Therefore first the data or message to be hiding is taken as
input to the system and for encryption of data ECC (elliptic
curve cryptography) is used. After encryption of data that is
converted into the binary format. In order to hide data and
transmit to the receiving party the stenographic technique is
used. Thus a color image is accepted as input to the system
and this color image LSB is used to hide the data. In this work
the 3bit LSB stenography is used to hide the data. The key
advantage of color image is their ability to hide large amount
of data in their pixel definition because each pixel is defined
using three color composition and a small change in these
three definition in last bits are not effect much in the actual
image definition.

The implementation of the proposed color image
stegnographic technique using ECC algorithm is performed in
visual studio technology. Additionally for computing the
complexity of the implemented cryptographic system time and
space complexity is computed that is reported in table 4.1. In
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addition to that how accurately the pixels of image modified
and recovered is described using MSE and PSNR parameters
which are also included in this table by their mean values.

Table 4.1 Average Performance

S. Performance factors | Proposed Traditional
No. model model

1. Memory utilization | 69433.5 KB | 72028.83 KB
2. Time requirements 108 MS 371.166 MS
3. | MSE 0.1777 0.68255

4. PSNR 55.98 49.88

5. | NAE 0.19178 -

6. | MD 7.96789 -

7. | NCC 0.91322 -

The performance of the proposed stegnographic model
demonstrates it is efficient, secure and effective for hiding
short messages on the image data. In this context the proposed
technique outperform respectively to the traditional technique.

4.2) Future work

The proposed work is a fusion of cryptography and
stegnography for enhancing the security of data during
communication. In this context a model is proposed and
implemented successfully. In near future the following future
extension is possible for more improvement.

1. Include some additional encoding scheme and/or
compression technique to reduce the amount of data
hiding by which the PSNR of image can improved more

2. Explore the techniques beyond the LSB based data hiding
process to make more stronger techniques for
stegnography.

3. Include the technique to secure messages by utilizing
some authentication approach before recovery of
messages.
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