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Abstract: The computer network and internet networks
are exposed to an increasing number of security threats.
Intrusion Detection System plays a very important role in
network security. Its main role in the network is to help
computer system to create and deal with network attacks.
For new types of attacks are emerging constantly,
developing flexibility and adaptability safety-oriented
approaches is a serious problem. In past few years,
intrusion detection using data mining has captured the
attention of researchers. Every researcher proposes a
different algorithm for distinct categories. The increase
speed of data flow information and also development in
communication network along with many factors there is
possibility of number of attacks on computer system. This
paper provides us overview of intrusion detection system
and various techniques used to implement intrusion
detection system.
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IIntroduction

The cost of data information processing and downs
availability of the Internet system, the organizations are
still vulnerable to potential cyber threats, are network
attacks. The computer intrusion is actions that violate the
security of the system. Such situation must be detected and
corrected in order to guarantee the integrity,
confidentiality and/or the availability of computing
resources.

Intrusion Detection System (IDS) is used to detect the
intrusion which can be in form of an anomaly in the
network and alert the user about the same. Intrusion
detection system is mainly of two types firstly there is
Signature based systems and second one is the Anomaly
detection. The Signature based Intrusion Detection System
(IDS) monitors packets in the network and compares them
to the known signatures which are pre-configured and
preidentified based on attack behavior of previously
known attacks. On the other hand the anomaly based
Intrusion Detection System monitors the normal network
traffic such as bandwidth range, types of protocols, ports

and devices used to connect and sends an alert to the
administrator on detection of anomalous behavior.

The signature based IDS detects attacks on the known
attack signature type. Advantage of this type of system is
that it can detect known attacks with low error rate, but it
cannot detect the newly created attacks that do not have
similar behavior to known attacks. In contrast Anomaly
based IDS can be useful in identifying the new attack
pattern, but in this case the error rate is higher. Thus in
order to solve the above two limitations we are building a
hybrid intrusion detection method that combines misuse
detection method and anomaly detection method has been
proposed. In this review paper we are going to review the
existing IDS methods and techniques and network attacks
only.

IIIntrusion Detection System

An intrusion detection system (IDS) is a device or
software that monitors network or system activities for
malicious activities or policy violations and produces
reports to a Management Station. An Intrusion Detection
System (IDS) is an additional protection measure that
helps ward off computer intrusions. IDS systems can be
software and hardware devices used to detect an attack.
IDS products are used to monitor connection in
determining whether attacks are been launched. Some IDS
systems just monitor and alert of an attack, whereas others
try to block the attack.
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Fig. 1. Intrusion detection system
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IINRELATED WORK

The many researchers have been done in intrusion
detection system with different algorithm problem some of
the work is described in this paper.

Basant Subba et.al, in this paper present neural network
based Intrusion Detection Systems and attack. Normally
based Intrusion Detection Systems (IDSs) are known to
achieve high accuracy and detection rate. In this paper, we
aim to address this issue by proposing a simple Artificial
Neural Network (ANN) based IDS model. The proposed
IDS model uses the feed forward and the back propagation
algorithms along with various other optimization
techniques. Experimental results on the benchmark NSL-
KDD dataset shows that the performance accuracy and
detection rate of the proposed ANN based IDS model.
ANN based IDS model uses only a single hidden layer, its
computational overhead is comparatively less than that of
the complex SVM and C4.5 based IDS models [1].

Shi-Jinn Horng et.al, proposed an intrusion detection
system, which combines a clustering algorithm, a simple
feature selection algorithm, and the Support Vector
Machine (SVM). In this study, in addition to a simple
feature selection method, it proposed an SVM-based
network intrusion detection system with BIRCH
hierarchical clustering for data pre-processing. The
BIRCH hierarchical clustering provides a highly qualified
and reduced datasets, in place of original large dataset, for
SVM training. In addition to reduction of the training time,
the resultant classifiers showed better performance than
the SVM classifiers using the originally redundant dataset.
However, in terms of accuracy, the proposed system could
obtain the best performance at 95.72%. This approach
provides better performance in terms of accuracy in
comparison to the other NIDS (Network based IDS). It
only detects Dos and Probe attacks not U2L and R2L
attacks [2].

Sodiya A.S et.al, done study in this paper, the present a
Neural Network-based approach that combined supervised
and unsupervised learning methods designed to correct
some of these problems. In the training phase, Multiple
Self—-Organizing Map algorithm (SOM) was constructed to
capture a number of different input patterns, discover
significant features in these patterns and learn how to
classify input. Sigmoid Activation Function (SAF) was
used to transform the input into a reasonable value (0, 1).
In this paper SOM was able to perform good mapping for
the MLP in classification task. The experimental results
show that proposed algorithm improve that detection
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accuracy 4%. The simulation results, achieve more than 96
% detection rate and less than 3 % false alarm rate [3].

Gisung Kim et.al, presents a new hybrid intrusion
detection method that hierarchically combines a misuse
detection and anomaly detection in a decomposed
structure. First, the C4.5 decision tree was used to create
the misuse detection model that is used to disintegrate the
normal training data into smaller subsets. Then, the one-
class support vector machine (1-classSVM) was used to
create an anomaly detection model in each decomposed
region. Throughout the integration, the anomaly detection
model can indirectly use the known attack information to
enhance its ability when building profiles of normal
behavior. This is the first attempt to use the misuse
detection model to enhance the ability of anomaly
detection model.C4.5 decision tree does not form a cluster,
which can degrade the profiling ability thus reducing the
accuracy of the system [4].

F. Amiri et.al, proposed Feature Selection method in
order to improve the performance of existing classifiers by
excluding non-related features. Furthermore, an improved
Partial Least Squares Support Vector Machine called
PLSSVM has been introduced. A linear and non-linear
measure for the feature selection within pre-processing
phase has been considered in this work. PLSSVM
performed well in classifying normal and probe attacks
records, respectively at 95.69% and 86.46%.In this work,
the effect of changing feature goodness measure and
evaluation function has been investigated by linear
correlation- based feature selection (LCES), forward
feature selection (FFSA) and modified mutual information
feature selection algorithms (MMIFS). Experiments on
KDDcup99 dataset demonstrate that feature selection
algorithms can greatly improve the classification accuracy.
In contrast, PLSSVM missed a big number of dynamic
attacks such as DoS and U2R attacks that behave quite
similar to the normal behavior, which were recorded at
78.76% and 30.7% respectively [5].

Dighe Mohit S. et.al, in this paper used artificial neural
network (ANN) and Invention of Intrusion in Network
Intrusion Detection technique. Detect attack and classify
attack In a NIDS and categorized them, IDS is important
for protecting computer and network from Misuse. The
intrusion detection system is a one type of art of detecting
unauthorized use of computer and any attempt to break
network. Multilayer perception(MLP) and apriority
algorithm used for IDS.MLP based improved intrusion
detection system. propose system detect the attack and
classify them In 10 groups with the approximately 94%
accuracy with the two hidden layer of neurons in the
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neural network. The cause of an intrusion detection system
is to invention a potential intruder as possible as.

Juan Wang et.al, presented an intrusion detection system
based on decision tree technology. In the process of
constructing intrusion rules, information gain ratio is used
in place of information gain. The experiment results show
that the C4.5 decision tree is feasible and effective, and
has a high accuracy rate. His experimental study shows
that the C4.5 decision tree is an effective technique for the
implementation of decision tree and it gives almost 90% of
classifier accuracy. But in this approach the error rate
remains the same [6].

Table. 1 Litereture use different algorithm

S.no Author Algorithm Topic
1 Basant ANN, SVM, A Neural Network
Subba NSL-KDD Based System for
dataset. intrusion Detection
and Attack
Classification
2 Shi-Jinn Support Novel Intrusion
Horng Vector Detection System
Machine Based On
NIDS Hierarchical
Clustering and
Support Vector
Machines
3 Sodiya Organizing Neural Network
A.S, Map based Intrusion
Ojesanmi algorithm Detection Systems
0.A Sigmoid
Activation
Function
4 Gisung SVM A Novel Hybrid
Kim and Intrusion Detection
Seungmin Method Integrating
Lee Anomaly Detection
With Misuse
Detection
IVConclusions

The various papers and literature has been studied for
intrusion detection system. In this paper, we have
discussed the internet and commuter network, various
types of attacks that hamper the security of the network
security, intrusion detection system (IDS) to monitor and
analyze the attacks. Research findings of different authors
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have been discussed and the future research scope is
discussed.
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