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Abstract -Cloud computing is a method for delivering
information technology (IT) services in which resources are
retrieved from the Internet through web-based tools and
applications, as opposed to a direct connection to a server.
Rather than keeping files on a proprietary hard drive or local
storage device, cloud-based storage makes it possible to save
them to a remote database.

In the proposed project we are going to deal with data
security in cloud .The key feature of our project is to create a
system which work with data security, access control and
Group Management. For this we examine the number of
algorithms and techniques to implement our system and now
we are going to use some of them to implement our system.

Key terms: - Access control, security, privacy, cloud
computing, Group Management.

I. INTRODUCTION

Cloud storage is a simple and scalable way to store,
access, and share data over the Internet. Cloud storage is a
service model in which data is maintained,
managed, backed up remotely and made available to users
over a network .In this data can be shared in secured
manner, in cloud it can be achieve secure data sharing in
dynamic groups. Cloud computing offers an infinite
storage space. In our scheme, secured data sharing can be
protected from collusion attack [1]. The key aim of the
proposed work is to include the four factors in the
proposed approach of the system:

Secure manner of key distribution

v Access control
v Secure way of data sharing
v" Dynamic group management

A. Security Issues

v Data protection: -Data protection is the process of
safeguarding important information from corruption,
compromise or loss [2]. Data security plays an
important role in cloud computing environment where
encryption technology is the best option whether data
at rest or transmitted over the internet.
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v Confidentiality:-Confidentiality refers to protecting
information from being accessed by unauthorized
parties. In other words, only the people who are
authorized to do so can gain access to sensitive data
[4].

v Availability:- When the data is shared among many
users, there has to be more flexibility in the encryption
process to handle users of the group, manage the keys
between users, and enforce the access control policy
in order to protect the data confidentiality

v" Access control: - When data is outsourced to the
cloud, which is untrusted because it is in a domain
where security is not managed by the data owner, data
security has to be given more attention. When more
than one entity want to share data, there has to be a
mechanism to restrict who can access that data.[3]

v" Integrity:-Data that is stored in the cloud could suffer
from the damage on transmitting to/from cloud data
storage. Since the data and computation are
outsourced to a remote server, the data integrity
should be maintained and checked constantly in order
to prove that data and computation are intact. Data
integrity means data should be kept from unauthorized
modification. Any modification to the data should be
detected. [3]

II. PROBLEM DOMAIN

1. In the existing system there is three main entities
Cloud, Group manager and Group Member. Each time
a new user joins the group or leaves the group hence
there is always need of a group manager or Certificate
Authority. It increases the overhead of a system. This
type of Dynamic membership includes dynamic
overhead over group Manager.

2. Access Control is a second part of Authentication
process which also needs attention of Certificate
Authority to support data access.

I11. SOLUTION APPROACH

Basically in an access control based data sharing system
the access policies and user credentials are included. The
access policy defines the role of users in the groups and
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decides which user can perform which task. Therefore the
system can be demonstrated using the following tuple.

[User list, access policy]

In this context the user list is fluctuating factor which is
depends on the users exist in a group, additionally their
revocation of group and joining new members. If the user
attributes are directly used then for each joining of new
member and revocation impact on the key generation. And
need to be update keys frequently. Therefore in order to
deal with the existing problem without including the
additional authority a new kind of solution is required.

In order to accomplish the two aspects of the objective
namely for access control and the dynamic group
management the following concept is included.

1. User credentials are used only for the authentication
purpose that helps to manage the dynamic group
management.

2. Additionally association of tuple helps to identify the
access policy of the user.

The figure 1 helps to understand the process of the
authentication and authorization. This process helps to
identify the first attribute of data cryptography. On the
other hand the data attribute is used as the second
parameter for encryption and data sharing. The process of
data encryption and sharing is defined in figure 2.

User Credentials
Authentication i Authorization
) -
User Attributes Access Policy Attribute 1
User Database

Figure 1 First Attribute Derivation
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IV. SYSTEM ARCHITECTURE

Our project consists of two entities: - Group Member, and
Cloud. it really refers to saving data to an off-site storage
system maintained by a third party. Instead of storing
information to your computer's hard drive or other local
storage device, you save it to a remote database.
The Internet provides the connection between your
computer and the database. The group members will store
their data files in cloud and share them to others. In the
plan, a new client can be register and revoked any time.

Cloud

Registration Key Data files

L

Group Member

A. Dynamic Groups
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The number of users keep changing in dynamic groups and
also data security is very difficult. Hence two major issues
to be addressed in dynamic groups are

v

Newly approved user must be able to get all the files
shared prior to their joining without contacting data
owner

After each revocation, key of remaining members in
the group need not be updated.

B. Modules

1. User Registration

2.Login
3.File Upload

4.File Access and Download
5. User Revocation
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