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Abstract

Cloud Computing is one of the most famous
field in the world of computer science
research. The layered architecture forms a
pyramid  with  categorization  SaaS,
PaaS&laaS laid top to bottom. The user of
this service model goes pay-per-use basis to
the service provider. Like the other popular
field, cloud computing too attracts those
who likes to find loopholes to benefit
themselves illegally. In this paper, we are
using Kerberos at the server end, to avoid
third-party ~ dependency. To  achieve
confidentiality, cryptography is also taken in
use along with the elliptic curve.
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1. INTRODUCTION

Cloud computing is been known and
applied on a huge scale in any business
organization. The ease of access to the
services is the primary reason behind the
popularity of cloud computing. In this
model, software, platform, and even entire
infrastructure is capable of getting delivered
to all possible ends. Cloud computing bags
all the leading organizations as it’s investor
& they provide the ease of access on pay-
per-use basis. To expand business and gain
popularity, some new cloud vendors are
providing free services too. Windows Azure,
Google Drive, Apache Hadoop are some
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famous examples of cloud vendors. Cloud
computing is both efficient & scalable

service, it lowers down the memory
requirement & computation time too.

With all the ease of access and enabling
users to enjoy services from all possible
ends of the world, Cloud computing surely
lacks when it comes to security. Processing
cost and computation is compromised while
providing the required security, hence most
of the time security stays as a compromised
entity. Encryption is used in security but that
is just a part of it and never fulfil the
requirement. Security feature is claimed to
be provided by all the leading cloud
vendors. To achieve a user compatible
atmosphere, security is a must factor.

Cloud designer distributed the model in
different parts to make every user
compatible with it, let the user be an
employee, home based user, or CEO of an
organization. The sub-units are categorized
as under:

Private Cloud: An architecture designed and
framed to provide service to a specific
company or organization, where no other
from outside is allowed to enjoy the
services, is referred a Private Cloud.

Public Cloud: An architecture framed to
provide the services to everyone with
complete access is called a Public Cloud.
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Fig. 1: Cloud Environment

Hybrid Cloud: It is a fusion of both private
& public cloud. Hybrid Cloud distributed
the workload between both public & private
organizations as per the requirement.

Below is the detailed categorization of the
services, which are achieved by portioning
the cloud further:

CLOUD CLIENTS
Web browser, mobile app, thin client, terminal emulator

Saas
CRM, Email, virtual desktop, communications, games

Paas
execution runtime, database, web server, development tools

laaS
virtual machine, servers, storage, load balancer, network

Fig. 2: Cloud Service Architecture
Infrastructure as a Service (IaaS): It is also
known as utility computing. Integral
software, web-based services & all other
utilities  like storage is offered in
Infrastructure-as-a-service by the cloud
vendor. Best known example is “Azure Web
Services”. The operator provides a system
achieved by the merger of networking,
processing & storing, this system is capable
enough to work as a platform and as a
software for the wuser. laaS 1is best
represented by virtual machines.

Platform as a Service (PaaS): In this form of
cloud service, the cloud vendor allows the
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user to access operating system utilities but
not all the services, then it becomes a
Platform-as-a-Service. =~ PaaS is  best
explained with example, Postman.

Software as a Service (SaaS): When a
software is offered by the cloud vendor to
the users, against of their service fees paid
by the user, then this system is called as
Software-as-a-service.  SaaS  is  best
explained with example, Email.

Internet is the basic demand to make the
whole cloud architecture work. It is very
important to have a communicable
environment, as the services are rendering.
All big enterprises already have huge
amount of resources and as cloud market is
known to everyone out there, this creates a
demand for the enterprises to invest in this
field. Cloud is available for any requirement,
let it be building a website or hosting one,
this also allows to provide the facility of
consuming.

Cloud security is an interesting area of
research as achieving the best security will
definitely open new possibilities in future.
Different encryptions & access control
policies are developed to bring out the best
possible security in the system. If we take
Hadoop as our example, they use key factors
like HDFS, map reduce for security
purposes. According to the system
requirement, encryption & other security
schemes can be applied as well.

Whenever information technology security
is been discussed, it is required to cover the
drawbacks too, in order to make it foolproof.
Processing time, memory consumption,
computation overhead and others can be
calculated as the drawback examples.

Despite having many techniques available in
today’s scenario but still applying them all
isn’t possible as it will shoot the
computation cost very high. Memory
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requirement at the server end will turn so
high that the whole system will lose its
applicability for most of the users.

As the requirement of Cloud services is
increasing, the need of security is also
spreading vastly, it consists of many
encryption techniques. It is important to
have security as intruders are always ready
to steal important data. Enhancement of
processing time, computation and bandwidth
are bagged too in the list of benefits of
security. Best example for cloud service is
Google, which provides all its homegrown
app to the users.

A wide range of business & services enjoys
the application of Cloud computing. Let it
be a hospital, which uses cloud computing to
reserve and access past history of their
patients or a vehicle assembly unit, which
uses it to arrange the right part according to
the assembly plan. Maintenance of all the
services is the job of cloud provider. Thanks
to cloud computing, now we do not need to
buy and install expensive software in our
computers, we can access them via cloud.
Amazon web services is the best example to
explain this thing, as you can get a perfect
environment for web development via AWS.

2. LITERATURE REVIEW

MrudulaSarvabhatla et al. In [1] to save user
from cyber-attack, they present a planned
authentication  system.  This  system
decreases both overload & resource
consumption. It uses XOR operations which
is less expensive than others, also this
strategy uses 3 steps: Login, Registration &
Mutual Authentication.

Head et al. [2] developed a model called
Virtual Hypervisor, which has a potential to
provide much better control over resource
allocation.
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Jung et al. [3] to allocate the desired data,
they proposed a resource allocation model.
Proper data center & workload on each data
center are the 2 main measurements on
which the whole agent-based model runs.

TumpeMoyo et al. [4] developed an E
learning tool. A close observation is made
about open cloud environment & compared
with private cloud in this work.

Chen, D et al. [5] talks about the importance
of security in cloud computing. Services are
made accessible via cloud by the service
provider to make the user comfortable while
working, but at the same time secured
architecture is a major concern too. Hadoop
ecosystem uses Airwet to secure the system
and is made to work along with Map
reduction framework to bring out the best
results.

Emeakaroha et al. [6] presents a resource
manager environment of dynamic virtual
allocation. =~ This  whole  environment
consisted 3 main components and those are:
Resource Manager (RM), Subscribe Server
(SS), and User Interface (UI). By the
providing the correct username & password,
the user is authorized to access the cloud.
Resource Manager is designed to take care
of the other 2 components, it pushes the
subscription message to Subscribe Server &
accepts the virtual machine request from the
User Interface.

K. Nasin, et al. In [7] focuses on how cloud
can serve the research for information
technology better. A fusion of RSA & AES
is applied to achieve better security. This
combination makes it really difficult for the
intruders to find loopholes and fail the
system at any point.

Cindhamani Jet et al. In [8] used RSA &
third-party auditor. To create an efficient
security architecture, 128-bit key are taken
in use. An advanced form of authentication



International Journal for Rapid Research in Engineering Technology & Applied Science

service 1S used in this work to achieve
reduced overhead & enhanced refinement.

Jayant.D et al. In [9] in their work infused
RBAC with the encrypted text coming from
the combination of RSA & AES, this whole
provides a seamless security feature known
as access control.
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Fig. 3: Cloud Authentication Scheme

Yazir et al. [10] states about the dynamic
resource-based approach. A distributed
network of NAs is designed by them, which
holds to potential to handle management of
the system. Awareness in resource
availability & global approach is taken care
in this network maintenance system.

3. Kerberos
Authentication Scheme

Kerberos is capable of providing
authentication to the system & also pretty
famous security protocol. It is applicable in
both centralized architecture and distributed
architecture, but it is developed to mainly

Paper ID: 2021/1JRRETAS/1/2021/45701

response
organizational performance,

Vol 6 Issue 6 June 2019
ISSN Online: (2455-4723)

deal with distributed environment. A long-
term secret key is first created by the user,
this password will be asked by the system
whenever the user demands service. TGT is
Ticket Granting Ticket, and every user has it
already. TGT is designed to use n multiple
servers as it is used to verify the client.
Now, when TGT is received from the server
end, the client demands for service granting
ticket, so that the user can proceed with the
services provided. The Authentication
Server AS is responsible to verify and
provide entry ticket to the user and TGS is
responsible to allocate the service grating
ticket to the wuser. A combination of
Database, Ticket Granting Server &
Authentication Server forms a key
distribution center.

Kerberos follows the below written steps for
authentication:

a. A request for granting ticket is made
to authentication server, right after a
logging in process is performed on
workstation.

b. The data entered by the user gets
checked by the authentication server
and if the input matches the records,
it assigns TGT and a session to the
user. The user can communicate with
the server in the given session time.

c. The ticket that Authentication Server
issues to the client includes the same
copy session key.

d. The server and client, both keeps the
key.

Later, using the password of the user,
both session key & TGT is encrypted.
There is no chance that any user can
achieve the access of the other user as
the encryption has the user specific
password in it. Also, both the server &
client has the password, this even lower
down the chances of wrong access.

Limitations
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1. The whole operation is performed
under an untrusted network and this
allows the possibility too that the
host itself is untrusted.

2. Relocation of password to some
other place will be totally unsecured
in Kerberos

3. A source should be available to make
calls like the compulsion of using the
local libraries in order to use
Kerberos.

4. Unencrypted transfer of password is
never allowed on Kerberos but if you
still do that, Kerberos consider this
operation at your own risk.

4. PROBLEM STATEMENT

Cloud computing comes in the list of most
used network in today’s world, some use it
for services while others use it for platform.
In this system, the whole server is set-up at
some other location, while the users are
spread across every corner. The cloud
providers gives the access of services to the
user but lacks when it comes to security. A
mechanism is the need of the hour for both
the user and the cloud server. The security
must provide features like encryption, non-
integrity, availability & authentication.

Authentication is such mechanism that
makes sure that the request is made by the
correct user and not from some intruder. In
this system, if the user side fails to satisfy
the server, then no third-party can intrude
and get the access at any point. Weak
authentication is never a security factor, and
having no proper security calls for high risk
for the user. As the risk increases, security
threats shoot up as well. The researches kept
this in mind and other security protocols too,
hence strong authentication is recommended
for the security of the account.
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Including integrity & other several security
mechanisms, there are many mechanisms
applied in the system. Certain techniques
like password-based security is introduced
but passwords are trackable. A variety of
security like third-party security, social
security and others are involved in
Authentication Mechanism.

Our works suggests that Kerberos
provides the required security successfully
to the system & the paper demands to
include Kerberos in Cloud Computing.

5. SOLUTION DOMAIN

The need of security is very strong for
both the user and the server. A best
authentication system with strong cloud
computing policy should be presented. In
our solution, a better authentication system
than username & password is achieved by
using Kerberos as authentication scheme. A
hybrid security is applied in our approach,
KDS have both TGS (Ticket Granting
System) & Authentication Server (AS).

The scheme created in our work should
provide  better  security to  have
authentication. A proper secure
communication between the cloud user and
server is a must in all cloud-based models.
The architecture should have brilliant access
control. Unique access structure is designed
with homomorphic encryption.

By avoiding the security breach of
authentication, we can overcome data
isolation issues in our work.

Our work is accessible for multiple
providers and analyses the resources better.
We took security one step ahead by using
TGS & AGS, which eventually provides
features like accountability. The access
grand and refrain access is kept on the user
end, hence our solution is much better than
simple authentication.
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A block diagram to represent the same is
shown in Figure 1.

Request_Copy

Kerberos Authentication Server
1.Req_Auth Authentication
Server
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2. Ticket . .
Ticket Granting |
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4. Service
Request
T .
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[
6. Service Request Ticket Cloud Service
. |<
Provider
[

7. Verify Service Access

Fig. 4 System Architecture

6. CONCLUSION

As we are well-known to the fact already
that security is the basic need of the cloud
system. The work discusses here the
application of Kerberos which provides
seamless security. Merging ticket granting
approach with Kerberos can achieve desired
security. Kerberos security in cloud-based
architecture is suggested in our work paper.
Calculation of computation time & other
factors including implementation of the
given solution can be a given in the future
work on this paper.
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